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Abstract: 

The use of network resources are increasing, the attacks on network are spreading. Which causes loss of confidential information, 

loss of confidential data, spreading of virus in networks and computers  .One of the protective mechanisms under serious 

consideration is the firewall. A firewall is hardware, software and combination of both that is used to prevent unauthorized 

programs and internet users from accessing a private network and a single computer. Firewall is like a Gateman in a person house. 

When Gateman check incoming persons he has any doubt. Same way firewall checks all incoming and outgoing packets. Any 

unauthorized packets discarded and authorized packets only allowed. The internet is a volat ile and unsafe environment when 

viewed from computer- security, therefore “firewall” is an excellent metaphor for network security. It  protects a network by 

guarding the points of entry to it. Firewalls are becoming more sophisticated by the day. They are powerful protective mechanism.  
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1. INTRODUCTION 

 

 The word “firewall” illustrates the wall which is used to 

protect fire. The wall which was built to protect fire. 

 

  
Figure.1. Protect Fire. 

 

In computer world the firewall protection refers to protect the 

network or computer from to block certain kinds of network 

traffic. The increased complexity and openness of the network 

thus caused makes the question of security more complicated 

than hitherto, and necessitates the development of 

sophisticated security technologies at the interface between 

networks of different security domains, such as between 

Intranet and Internet or Extranet. The best way of ensuring 

interface security is the use of a firewall. It creates a barrier 

between trusted and untrusted network. It protects confidential 

informat ion and protects the company from un-ethical use. 

Security of network from unauthorized access is the major role 

of firewall security. 

 
Figure.2. firewall security 

A Firewall is a computer, router or other communicat ion 

device that filters access to the protected network. A firewall 

as a collection of components or a system that is placed 

between two networks and possesses the following properties: 

• All traffic from inside to outside, and vice-versa, must pass 

through it.  

• Only authorised traffic, as defined by the local security 

policy, is allowed to pass through it.  

• The firewall itself is immune to penetration.  

 

 
Figure.3.Different Vendors.  
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Such traditional network firewalls prevent unauthorised access 

and attacks by protecting the points of entry into the network. 

A firewall may consist of a variety of components including 

host (called bastion host), router filters (or screens), and 

services. A gateway is a machine or set of machines that 

provides relay services complementing the filters. 

DMZ(demilitarised zone) is  an area or sub-network between 

the inside and outside networks that is partially protected. One 

or more gateway machines may be located in the DMZ. 

Exemplifying a traditional security concept, defence-in depth, 

the outside filter protects the gateway from attack, while the 

inside gateway guards against the consequences of a 

compromised gateway. Depending on the situation of the 

network concerned, there may be mult iple firewalls, mult iple 

internal networks, VPNs, Extranets and perimeter networks. 

There may also be a variety of connection types, such as TCP 

and UDP, audio or video streaming, and downloading of 

applets. There are also many firewall products on the market  

from d ifferent vendors.  

 

1.1. Type of Attacks: There is a list of attacks for which 

Firewall technology is used:  

1. Socially engineered Trojans  

2. Un-patched software  

3. Phishing attacks 

4. Network-t ravelling worms 

5. Advanced persistent threats 

 

1.2. Qualities of Good Firewall:  

1. Any incoming or outgoing information must be coming 

through Firewall  

2. Firewall will check and permit the authorized traffic only.  

3. If any Trojans or phishing attacks on network, Firewall must 

be strong enough to protect network from these attacks.    

To keep our information from these threats we must guarantee 

some security instruments such that inside data stay inside and 

outside data stay outside and keep outside assailants from 

entering in corporate system. One arrangement of this issue is 

the firewall. The primary assignment of firewall is to control 

stream of data between PC systems. It ensures system by 

remain ing in the middle of system and the outside world.  

 

2. WORKING  

 

There are two policies for firewall to work  

1. Defau lt- Deny Policy 

2. Defau lt – Allow Policy 

  

 2.1. Default-Deny Policy: In Defau lt –Deny policy the 

administrator of firewall creates a list of allowed network 

services and rest of the network services are blocked.  

 

 2.2. Default – Allow Policy: In Defau lt –Allow policy the 

administrator of firewall create a list of not allowed network 

services and rest of the network services are allowed. A  

default-deny way to deal with firewall security is by a wide 

margin the more secure, however because of the trouble in 

designing and dealing with a system in that form, numerous 

systems rather utilize the default permit approach. How about 

we expect for the minute that your firewall administration 

project uses a default deny approach, and you just have certain 

administrations empowered that you need individuals to have 

the capacity to use from the Internet. For instance, you have a 

web server which you need the overall population to have the 

capacity to get to. What happens next relies on upon what sort 

of firewall security you have.  

  3. TYPES OF FIREWALLS 

  

 1. Packet filtering firewall  

 2. Stateful firewall  

 3. Deep packet inspection firewall 

 4. Application-aware firewall 

 5. Application proxy firewall  

 

1. Packet filtering firewall:  

This kind of firewall has a rundown of firewall security rules 

which can protect traffic based on IP protocol, IP location 

and/or port number. Under this firewall administration 

program, all web activ ity will be permitted, including 

electronic assaults. In this circumstance, you need interruption 

aversion, notwithstanding firewall security, with a specific end 

goal to separate between great web activity and terrible web  

movement. A parcel sift ing firewall has no real way to see 

what matters. An extra issue with bundle sifting firewalls 

which are not stateful is that the firewall can't differentiate 

between an authentic return parcel and a parcel which 

professes to be from a built up association, which implies your 

firewall administration framework arrangement, will need to 

permit both sorts of bundles into the system.  

 

2. Stateful firewall:  

This is like a packet separating firewall, yet it is more wise 

about staying informed regarding dynamic associations, so you 

can characterize firewall administration standards, for 

example, "just permit  bundles into the system that are a piece 

of an officially settled outbound association." You have 

comprehended the built up association issue depicted above, 

yet despite everything you can't differentiate in the middle of 

"good" and "terrible" web activ ity. You require interruption 

counteractive action to identify and piece web assaults.  

 

3. Deep packet inspection firewall: 

 An application firewall really inspects the information in the 

bundle, and can accordingly take a gander at application layer 

assaults. This sort of firewall security is like interruption 

aversion innovation, and, in this manner, may have the 

capacity to give a portion of the same usefulness. There are 

three provisos, then again: to begin with, for a few merchants, 

the meaning of "profound" reaches out to some specific 

profundity in the bundle and does not as a matter of course 

look at the whole packet. This can bring about missing a few 

sorts of assaults. Second, contingent upon the equipment, a  

firewall might not have satisfactory preparing energy to handle 

the profound bundle review for your system. Make sure to 

make inquiries about the amount of transmission capacity it 

can deal with while performing such examination. Lastly, 

implanted firewall administration innovation might not have 

the adaptability to handle all assaults. 

 

4. Application-aware firewall:  

Like deep packet assessment, aside from that the firewall 

comprehends certain conventions and can parse them, so that 

marks or guidelines can particularly address certain fields in 

the convention. The adaptability of this way to deal with PC 

firewall security is incredib le and licenses the marks or 

principles to be both particular and complete. There are no 

particular downsides to this way to deal with firewall security 

as by and large it will yield upgrades over a standard 

"profound bundle assessment" approach. Then again, some 

genuine assaults may be disregarded (false negatives) in light 

of the fact that the firewall security parsing schedules are not 

sufficiently hearty to handle varieties in certifiab le activ ity. 
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 5. Application proxy firewall:  

An application intermediary goes about as a middle person for 

certain applicat ion activity, (for example, HTTP, or web, 

movement), capturing all solicitat ions and accepting them 

before passing them along. Once more, an application 

intermediary firewall is like sure sorts of interruption 

counteractive action. The usage of a full applicat ion 

intermediary is, be that as it may, very troublesome, and every 

intermediary can just handle one convention (e.g. web or 

approaching email).  For an application intermediary firewall 

to be compelling as PC firewall insurance, it must have the 

capacity to comprehend the convention totally and to 

implement obstructing on infringement of the convention. 

Since usage of the convention being analyzed regularly don't 

take after a convention accurately, or on the grounds that 

implementers add their own particu lar expansions to a 

convention, this can bring about the intermediary b locking 

substantial activity (false positives). In light of these sorts of 

issues, end clients will frequently not empower these advances.  

As should be obvious, there are territories of cover between 

interruption counteractive action and certain sorts of firewall 

security. The wording in th is field is as yet being worked out, 

so it can be confounding now and again. Take in more about 

‘Secure Works' Firewall Management. 

 

4. NEED 

In the early years, the Internet supported a small community of 

compatible users who valued openness for sharing and 

collaboration.  Clifford Stoll’s discovery of German spies 

tampering with his system and Bill Cheswick’s “Evening with 

Berferd” in which he set up a simple electronic “jail” for an  

attacker. In this jail, the attacker was unable to affect the real 

system but was left with the impression that he or she had 

successfully broken in. Cheswick was able to observe 

everything the attacker did, learning from these actions, and 

alerting system administrators of the networks from where the 

attacks were originating. Such incidents clearly signaled the 

end of an open and benign Internet. By 1992 Steve Bellovin  

described a collection of attacks that he had noticed while 

monitoring the AT&T firewall and the networks around it. The 

result was clear—there were many untrustworthy and even 

malicious users on the Internet.  “Trust” in this sense means 

that an organization believes that both the software and the 

users on its computers are not malicious. Firewalls enforce 

trust boundaries, which are imposed for several reasons: 

 

4.1. Security problems in operating systems:  

Operating systems have a history of insecure configurations. 

 E.g.: Windows 95, 98,XP, 7etc were widely distributed with 

windows file sharing enabled by default  many viruses 

exploited this vulnerability. A second example is Red Hat  

Linux versions 6.2 and 7.0, which were vulnerab le to three 

remote exploits when the operating was installed using default 

options. It is an on-going and expensive process to secure 

every user’s machine, and many organizations consciously 

decide not to secure the   machines inside their firewall. 

Individuals can protect a single machine connected to the 

Internet with a personal firewall. Rather than trying to secure 

the underlying operating system, these firewalls simply prevent 

some types of communication. Such firewalls are often used in 

homes and on laptops when they are outside their normal 

firewall. In this case, the trust boundary is the network 

interface of the machine. Organizat ions often use firewalls to 

prevent a compromised machine inside from attacking 

machines outside. In this case, the firewall protects the 

organization from possible liab ility due to propagating an 

attack. 

 

4.2. Preventing access to information: Nat ional firewalls 

(attempt to) limit the activ ities of their users on the Internet. 

E.g.: China. A similar idea in the US is the Children’s Internet 

Protection Act (CHIPA) which mandates that certain 

informat ion be filtered. This law requires 

that schools and libraries which receive federal funding block 

certain classes of web content. 

 

4.3. Preventing Information Leaks: Because all traffic  

leaving a network must pass through the firewall, it can be 

used to reduce information leaks. The key criterion for success 

for the Dig ital corporate gateways is preventing an 

unauthorized or unnoticed leak of data to the outside. 

 

4.4. Enforcing Policy: Firewalls are one part of an overall 

security policy they enforce the rules about which network 

traffic is allowed to enter or leave a network. These policies 

restrict the use of Certain applications, restrict which remote 

machines may be contacted, and/or limit the bandwidth. 

 

4.5. Auditing: If a security breach (which does not include the 

firewall) occurs, audit trails can be used to help determine 

what happened. Audit trails have also been used to monitor 

employees. E.g.: For using work network resources for non-

work purposes. 

 

5. LIMITATIONS 

 

We have discussed the policies used by firewall and also 

discussed their types. It comes in our knowledge that Firewall 

provide us the security additionally a firewall is a to a great  

degree useful security measure for any organizat ion. On other 

hand Firewall does not solve all the network issues it also has 

some limitation.  "Information security professionals often find 

themselves working against vv misconception and popular 

opinions formed from incomplete data. Some of these opinions 

spring more from hope than fact, such as the idea that internal 

network security can be solved simply by deploying a 

firewall". While it is true that firewalls play an important and 

central role in the maintenance of network security and any 

organisation that ignores them, does so at its peril, they are 

neither the panacea of every security aspect of a network, nor 

the sole sufficient bulwark against intrusion. Knowing what 

firewalls can't do is as important as knowing what they can. 

The following are limitations one should be aware of.  

 

• A firewall is by its nature perimeter defence, and not geared 

to combating the enemy within, and consequently no useful 

counter measure against a user who abuses authorised access 

to the domain.  

 

• A firewall is no real defence against malicious code problems 

like viruses and Trojan horses, although some are capable of 

scanning the code for telltale signs. 

 

 • Configuring packet-filtering rules tends to be complicated 

process in the course of which erro rs can easily occur, lead ing 

to holes in the defence. In addition, testing the configured rules 

tends to be a lengthy and difficult process due to the short 

comings of current testing tools. 

 Normal  Packet-filtering routers cannot enforce some security 

policies simply because the  necessary information is not 

available to them. 
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5.1. Direct internet traffic: A firewall is just successful if 

there is single entry and exit point of network, but there is a 

situation where attacker can attack on network from other 

entry exit point, in this situation firewall cannot handle the 

attack successfully.  

 

5.2. Virus attacks: A firewall cannot totally ensure the inward 

system from infect ion dangers in light of the fact that it cannot 

check each incoming bundle for v irus substance.  

 

6. CONCLUS ION 

 

The need for firewalls has led to their ubiquity. The result of 

this is that most organizations have some level of protection 

against threats from the outside. Attackers still probe for 

vulnerabilities that are likely to only apply to machines inside 

of the firewall. They also target servers, especially web  

servers. However, these attackers are also now targeting home 

users who are less likely to be well protected.  These attacks 

are two-fold: 

1) To take advantage of the lower security awareness of the 

home user 

2) To get through a VPN connection to the inside of an 

organization. 

Firewalls and the restrictions they commonly impose have 

affected how application-level protocols have evolved. 

Because traffic init iated by an internal machine is often not as 

tightly controlled, newer protocols typically begin with the 

client contacting the server; not the reverse as active FTP did. 

The restrictions imposed by firewalls have also affected the 

attacks that are developed. The rise of  email-based attacks is 

one example of this change. The future is likely to see more of 

this co-evolution between protocol developers and firewall 

designers until the protocol designers consider security when 

the protocol is first developed. Even then, firewalls will still be 

needed to cope with bugs in the implementations of these 

protocols. 
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